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ENTERPRISE RISK MANAGEMENT - PURPOSE

The purpose of an Enterprise-Wide Risk Assessment is to:

* Identify risks to the achievement of goals and objectives

* Measure the significance of each identified risk

* Determine the most appropriate business response to each risk

* Evaluate and report on how well the chosen responses are carried out



ENTERPRISE RISK MANAGEMENT - VALUE

Anticipate risks earlier and more explicitly, opening more options for
managing the risks

Identify and pursue existing new opportunities

Respond to deviations in performance more quickly and consistently
Develop and report a more comprehensive and consistent portfolio of risk
Improve collaboration, trust, and information-sharing



BENEFIT TO USF

ERM integrates with strategy and performance.

This allows USF to implement a focused, systematic approach to addressing risk and
identifying opportunities involving our:

@ oo th, ®

U.S. NEWS AND
WORLD REPORT
RANKINGS

PERFORMANCE- PREEMINENCE

STRATEGIC PLAN BASED FUNDING METRICS



RISK COMMITTEE AREAS
REPRESENTED

* Academic Affairs

* Administrative Services

* Advancement

* Athletics

* Business & Finance

* Information Technology

* University Police

* Human Resources

* General Counsel

e Communications and Marketing

Research & Innovation

Student Affairs & Student Success
Government Relations

USF Health

USF Sarasota-Manatee Campus
USF St. Petersburg Campus

USF Executive Services

Internal Audit

Compliance & Ethics



ERM PROCESS ¢

Q

IDENTIFY AND ASSESS RISKS

AN

MITIGATE AND TREAT RISKS REPORT RISKS




RISK TYPES

Risks impacting compliance with legal, regulatory, contractual, policy,
accreditation, NCAA, and other requirements

Compliance Risks

Risks impacting resources, financial structure, ability to meet future
financial needs, and financial reporting

Financial Risks

Risks impacting continuity of activities, safety and security, IT operations,
physical infrastructure, process efficiency, and program effectiveness

Operational Risks

Risks impacting our public image, brand, external opinions, prominence,
and standing of our University

Reputational Risks

Risks impacting our constituent relationships, ability to generate funds,
and goal achievement

Strategic Risks

Based on the ACUA (Association of College and University Auditors) Risk Dictionary



COMPLIANCE RISKS

Risks impacting compliance with legal, regulatory, contractual, policy,
accreditation, NCAA, and other requirements

Compliance with Laws

. . Risks associated with violating laws and regulations which may result adverse
and Regulations Risk

consequences

e.g., Non-compliance with the law, receiving fines, penalties, and litigation

Conflict of Interest

Rick Risks associated with unresolved conflicts between an employee's private
IS

interests and the public interests of our institution

e.g., Nepotism, unequal compensation, hiring an unqualified relative, etc.

Risks associated with inadequately protecting data controlled or owned by our
Data Privacy Risk institution in accordance with the law and best practices

e.g., sharing patient or student data in a manner which violates federal law, such as HIPAA
or FERPA, respectively




FINANCIAL RISKS

Risks impacting resources, financial structure, ability to meet future
financial needs, and financial reporting

IRl W Yl ST e TV X[ '@l Risks associated with inaccurate billing or failing to bill for services rendered by our
institution

e.g., Tuition or Medicare/Medicaid Clinical Care billing and student receivables

Financial Reporting Risks associated with incomplete, inaccurate, or untimely communication of
Risk financial information

e.g., Production and distribution of financial reports, failing to adhere to Governmental
Accounting Standards Board (GASB)

Risks associated with financial losses stemming from students, employees, vendors,
=Ze10[s MU= 9e1ale B OF Other third parties, doing business with our institution, engaging in fraud, theft, or

. embezzlement
Embezzlement Risk
e.g., Falsifying credentials, violating time and effort reporting requirements, stealing

(misappropriating) assets, or fabricating/falsifying records




OPERATIONAL RISKS

Risks impacting continuity of activities, safety and security, IT operations,
physical infrastructure, process efficiency, and program effectiveness

. . Risks associated with the procurement processes for obtaining services, products,
Purchasing Risk  [JEEReNgeS

e.g., Needs analysis, vendor selection, supplier diversity, supply chain management, contract
management

Logical Access, Risks associated failing to protect the confidentiality, integrity, and availability of
Cybersecurity, felale B | T assets of our institution from potential threats

Vulnera b|||ty e.g., Outside‘p‘arty stegl'ir?g auser’s cref:IentiaIs in order to access {he univers‘ity’s sygtems and
perform malicious activities, downloading software that compromises a device making it

Management Risk [t

Personnel Issues or
Workploce A1 [E13[el=M Risks associated with personnel issues or workplace violence

RiSk e.g., Favoritism, conflicts, harassment, bullying, nepotism, threats of physical violence or
concomitance of violence against fellow workers, etc.




REPUTATIONAL RISKS

Risks impacting our public image, brand, external opinions, prominence, and
standing of our University

Communication Risks associated with ensuring that a consistent message is shared and
Risk understood among all constituents and there is clear and consistent coordination
as needed

Emerging
Issues RISk Risks associated with potential issues in their earliest stages of development

e.g., Foreign influence in research, international travel bans, pandemics, hurricanes, etc.

PUbIIC Imoge Risks associated with threats to or endangerment of the institution's good name
Risk or standing which can arise from the actions of our institution, employees, or
third-parties (vendors, affiliates, and guests)




STRATEGIC RISKS

Risks impacting our constituent relationships, ability to generate funds, and
goal achievement

Risks associated with ineffective processes and structures to identify, assess,

Governance Risk manage, and communicate risks to the achievement of the organization's objectives

e.g., Ineffective governance structure fails to ensure committees at both the Board and Senior
Management levels have been created with formalized mandates, authority, and representation
to proactively identify and respond to organizational risks

New Programs 's1ale B Risks associated with an inability to meet community needs by effectively adapting
Delivery Models Risk to new ocodemlc_ and service offerings or programs, including program content and
how they are delivered

e.g., Remote education delivery, hybrid learning models, changes to clinical models

. i s Risks associated with significant changes that may lead to insufficient revenue
Variability in . . : :

and/or funding that challenges underlying assumptions of strategic forecasts or may
(OIVE5 0] o T=TAV/ON (V10 =B i se o material variance from the forecasts

and Fundi ng e.g., Customers include students, patients, and other relevant stakeholders that provide revenues
Availabil ity Risk to the institution. Funding availability risk pertains to funding from federal, state, and local
entities as well as private companies




IDENTIFY AND ASSESS RISK

Risk Risk Complete

Committee Risk
Designee Assessment
Assignment Survey

Committee
Established




ERM SURVEY TOOL




ERM SURVEY TOOL

* You will be sent a link to complete the Qualtrics
survey with password to access

* Can be completed on mobile device, tablet, or
computer

* Printable Survey

* Risk Dictionary
* ERM Webpage

E-Mail Addreas

————


https://www.usf.edu/compliance-ethics/services/erm-overview.aspx
https://www.usf.edu/compliance-ethics/documents/risk-dictionary.pdf
https://www.usf.edu/compliance-ethics/services/erm-overview.aspx

PRINTABLE SURVEY

Compliance Risks: fisks impacting compliance with lsgal, reguisiory, conlraciual policy, sccradiation, NCAA, and alher requiremenls.
ems it
apply? Pleass describe how il does of does w0l Impact Velocity Likehihood | Preparedness
Type of Risk m;r apply 0 your risk srea. Rading Rating Rating Rating
Mdmmmmﬁﬁ_: This spgiles fo._. Moderase W e ajor Somewhal
Taiure o Ml ConTachoal regurements leadng Prepared
I SEVETHE COPTHEUERORS
Compliance with Lavws and Reguiaions FIsk: | Choose | CICK Of L ere b erier bexd Choose an | Choose an | Choose an | Choose an
Fiasks abociabed with violatey s and an [Py B - o
Feguliteong mheh My Pl B3eiie .
Conflct of Commitment RISk Fsis Choose | Chick or tap here to enler text Choose an | Ghoose an | Choose an | Choose an
aszooaied with acinebies mierlenng with an an e e e e
ermplopee’s ful and BTl perlormance of ther
pratessioral of Isbiutonal responsses of fem
obgabons wheth are ol mibgaled
" Conmicts of Inberest Fisk: TGSk ariocined Choods | Chak of Lap heré 10 enber b Chooas an | Choose an | Choods an | Chooss an
Wil ureechobved conicts bebwaen an ampiy s | £em flem fem em
prvale nferests and T publc inbenests of o a
ribytin ads
i antoced wih Choose | Click of Lap here 1o enler bext Choose an | Choose an | Choose an | Chooss an
proliecing claty conroled of cemed | em fem fem em
by oo inulicn in Bcocedance with e b and
Beril bt Rerm
- i Choose | Chok of tap here o enler bexdt Choose an | Choose an | Choose an | Chooss an
rescurces slardards. :‘:m #em item e Bem
Hinsarch Contrac and Grand Viotions Chaose | Chok of tap hére 1o enler bexd Choose an | Choose an | Choose an
Rindc: Frglen rgociated wilh Aol grant- an #em lem ferm
Telated rigu Rt M Iesadrch honding -
ML :
| Dther: Choose | Click of 1ap here 1o enler bed Choose an | Choose an | Choose an
an Rerm e Aerm
fem




RISK DICTIONARY

Comeiance Risk

Breach of Contract Risk

Risks associated with failure to meet contractual requirements leading to sdverse
COnSeqUences.

Compliance Risk  |Compliance with Laws and Regulations Risk  (Risks associated with violating laws and regulations which may result sdverse consequences. | Examples intlude, but ane not imited 1o, non-compliance with the liw a3 well
$ recaiving fines, penalties, and litigation.

Compliance Risk  [Conflict of Commitment Risk Risks associated with activities interfering with an employes’s full and faithiul performance  |Examples include, but are not limited to, employess warking 50 many hours at

of their professional or institutionsl responsibilities or obligations which are nat mitigated. second job that they cannot fully and faithiully perform the job they were
hired to do for gur institution, Similarly, employees working for our direct
‘competitors, theneby undermining our position in the marketplace.
‘Compliance Risk  |Conflicts of Interest Risk Risks associated with unresoheed conflicts bety an employee’s private interests and the  |Examples include, but ane not mited to, nepatism, unequal compensation,
public interests of our inftitution, hiring an unqualified relative, atcepling payment from another company for
armation about your employer, or employees hiring a student or employes
r their private company when they supervise the student or employee as part
of their employment with our ingtitution.
‘Compliance Risk  |Data Privacy Risk Reisks associated with inadequately protecting data controlled of owned by our institution in [Examples inchude, but ane not limited to, failing to exerncise dut diligence and
accordance with the law and best practices. sight when disclosing data to thind parties or sharing patient or student
irn & manner which violates federal law, such &s HIPAA or FERPA,
respectiveby.

Compliance Risk  |Employmnent Practices Ridk Rettkd Aitociated with violating employment L 3nd human reources standards. Exarnples indhude, but a0 not lemited to, litigation stemming from unlawlully
hiring, promating, disciplining, or terminating employees; or discriminating
against of sexually harassing employies.

Compliance Risk  |Ressarch Contract and Grant Viclations Risk  [Risks associated with viclating grant-redated requinements and research funding

WI‘HS-




STEP 1:
IDENTIFICATION

OF RISKS

Check all applicable risks or
type in your own

Compliance Risk

iy impacting complance wit lgal, regulatony, confractul, policy, acomditation. MCAR, and offur

iy e

Please check all Compliance Risks which apply to yvour area

Breach of Contract Risk

Risks associated with falure to meet
contractual requinements beading o
adversa CONSAqUances

Compliance with Laws and
Regulations Risk

[ &isks associated with violating laws and
regulations which may resull adverse
COnSaquUences

Conflict of Commitment Risk
Rigks associated with acthities interfering

O with an employee’s full and faithiul
pedformance of their professional or
imstitutional responsibilties or obligations
which are not mitigated

Conflicts of Interest Risk

D Rlisks assodated with unresalved conflicts
Betevisin an emplaysi's piivabe infenests
and the public inerests of our institution

O

Data Privacy Risk

Risks associated with inadequately
protecting data controlled of ewned by our
ingtitution in accordance with the law and
best practices

Employment Practices Risk
Rigks associated with violating
employmeant Law and human resouwrces
standards

Research Contract and Grant
Violations Risk

Risks associated with viglating grant-
redated requirements and research
funding agresements



N N
Compliance Risk

Py, mpaciing compiance with legal reguisiony corfr sciusl polcy scorecitafion NCAA, and offr
PR

Please describe how each applicable risk listed below applies to your anga.

Compliance Risk Describe how this risk applies to your area

Breach of

STEP 2:

associabed

APPLICABILITY o ——

PR TNt

lnading 1o
Then, for each type of risk conseqences
(whether checked or
u nch ec ked )’ you Wl ” be Please describe why each risk listed below does not apply to your area.
asked to describe how each Comptance sk Describe why this risk does not apply 1o your area
risk applies to your area and pov—
why the other risks do not E‘l‘:‘“l“‘_'“

sgulations

apply to your area. Rws —
’}me”;l.,;
:n!‘!-l.l'- :; rEf!-'l‘




4[ Impact }

e Scale to rate the potential consequences of risks
impacting various areas within the organization. There
is a custom impact scale for each of the five risk

types.
SCO RI N G ¢ Scale to rate how quickly a risk can impact our

organization

You will only score the risks 4[ Likelihood )

i - ikelihoo

that you identified as )

applicable to your area. * The probability a risk may occur given the
effectiveness of your existing controls, as known to
you.

4[ Preparedness }
* The University’s readiness to address a risk based on

the existence and effectiveness of
prevention/detection controls.




CUSTOMIZED IMPACT SCORING FOR EACH RISK TYPE

Impact refers io the potential consequences of risks impacting
compliance with legal, regulatory, contractual, policy,

Impact refers to the potential consequences of risks impacting
constituent relationships, ability to generate funds, and goal
accreditation, NCAA, or other requirements. achievement.

Impact refers to the potential conseguences of risks impacting
resources, financial structure, ability to meet future financial
needs, and financial reporting for your area.

Impact refers to the potential consequences of risks impacting
organizational reputation and emerging issues that will
diminish the external view of the University.

Impact refers fo the potential conseq
continuity of activifies, safety and
infrastructure, p efficiency, and program effectiveness

Incidental compliance violations

Repetitive or systemic compliance violations

No discemable negative impact to goal
achievement. Negative effect on constituent
satisfaction or relationships.

Notable, temporary negative impact to goal

Insignificant financial impact

Notable financial impact

No discemnable negative impact to reputation.
Insignificant media coverage.

Notable temporary negative impact to

Negligible interruption to activities, efficiency,
and i . Insignificant information
event. No loss of i

Brief or limited interruption of activities. Notable
information technology event. Some loss of

Moderate Moderate Some Moderate Moderate reputation. Heightened media coverage infrastructure. Heightened loss of process
o strain on relationships. REDEELIESY efficiency andlor program effectiveness.
Significant negative impact to goal e e e Significant negative impact to reputation uption of activities, i
Major  Significant compliance violations Major  achievement. Significant consituent Major aterial inancial impa Major  andlor goal achievement. National media technology event, or safety or security

Substantial, chronic, and/or pervasive
compliance violations

Compliance

and loss of

Substantial negative impact to goal
achievement. Substantial loss of workforce,
patients, students and/or donor base.

Financial

{15%-25% of budget)

Financial impact threatens our solvency or
ability to continue operations

Operational

coverage.

Pervasive and long-lasting negative impact
10 reputation. Persistent national and/or
intemnational media coverage.

Reputational

concems. Regional loss of infrastructure.

of activities, i
technology event, or safety or security
‘concems. Catastrophic loss of infrastructure.

Strategic



SCORING APPLICABLE FOR EACH RISK TYPE

Velocity refers to how quickly a risk could impact our University. Likelihood refers to the probability a risk may occur given Preparedness refers to the University’s readiness to address a risk based
the effectiveness of your existing controls, as known to on the existence and effectiveness of prevention/detection controls.

you.

Significant preparation efforts and risk mitigation
Remote possibility of occurrence given our - strategies are in place. Very few identified issues and/or

current controls opportunities for improvement/enhancements exist.

(>three years out)

One year or greater

Moderate preparation efforts and risk mitigation
strategies are in place. Some identified issues and/or

Moderate  Weeks to months More than a remote possibility of Prepared o550 rtunities for improvement/enhancements exist.
Moderate  occurrence given our current controls Negligible possibility of other unidentified issues or
(every one to three years) opportunities.
_ ; Somewhat Minimal preparation efforts in place. Significant Issues
Maior Days to weeks Mar Happens with some frequency given our i — and/or opportunities for improvement/enhancements
J ajor — current controls p exist. Notable possibility of other unidentified issues or
(likely to occur this year) opportunities.

Virtually no preparation in place. Significant

Hours to days Expected to happen or happens often - issues/opportunities for improvement/ enhancements
(occurs several times per year) exist. Strong possibility of other unidentified

issues/opportunities.

Velocity Likelihood Preparedness



Compliance Risk

sy Impacting compance with legal. roguiatory. contrachual. policy, accroditation. NCAA and other
roqureonts

Please rate the impact and velocity of each compliance risk listed below using the
provided rating scales.

et Rotanie Vwten iy Ratongn

Irpact refers Y0 P potentel CoOnBegUEnces of 1eAS IOSctng  Velooty rofers 10 how Quachly & ek Coult IMEacT our Undesrady

COMERENCE W OpN QLMY COMY Rl Gy
SOt NCAA. (¢ OFwr reqirwererte

EXAMPLE FROM B [

Flogettve of syslmra (OMASre e vialsrm ‘:;M . Weeks %0 monthe

ONLINE SURVEY

Gt COmpRanCE Vkstons
Doys 10 weeks

Sutatactisl, Cheone, SNaOr pervenve s
CTMPRINCs VIR nrs o deys

Velocity
Impact Rating Ratin
Compliance Risk Ratngs 0elntons refected f-‘.:.',vv;?
a0ove 0BENDONS
refiected above

Breach of Contract Risk
Risks associated with failure to meet contractual V] [ V]
requirements leading 10 adverse consequences




Compliance Risk

Risks impacting complance with legal, regulaiory, €O
aqUreronty

trachul. poicy. BOCrOStatK

Please rate the likelihood and preparedness of each financial risk listed below using
the provided rating scales.
[ ) Prepar ey Remogs

LAair oo refers 10 e probebity & feh may 000w ghven  Praparednrmss refers 10 Do Ursvarsily's roadewess 10 sddees 4 fh based

e ofoctvenoss Of yous SNRENG CONDT. a8 oW YO  the svisionce and sfectiveness of prevwention/detecton contro

(et ccamin e
.
(PDVee yours o -

Moderste preperation ofiors and rek mlgaton

EXAMPLE FROM

ONLINE SURVEY

More than & rermole josalaty of
OCOUTENCO JVen Ouf Cument ConroN
(every one 50 Bee yoars)

- ] HagEern with soeme Negmency gven o
) current contron

§ ety 10 0o0ur Bvs year)

£ apectond 10 haggwn Or haguen oo
100CUrS sovetsl e per yoor)

Wrateget & 1 Dlace. SOMme Keotfied INsues anaor
CETOAN KX TSIV SR CRTS Gt
NgAQUie Dosaldly of Oy urwdnntied meses o
CppOrtaio

Marwma proger sion eforts o place Siondoed saes
WO LIRS T FTCH VT L WP SO T 23
eunt Motabie possREty Of OPer Unidentfied issues of
T

SONICart propar sHon «R0ors and Tak mBQANon
e Very fow e’ e
Hewmote [OAEEy of GOOSTENCE Qven OF - - wombal-are v mvorardsse
WA CEOONUES K ETOrOveme Lent e ements
Mo ste

Virtaaly no preparstion » place Sgniicant

AU OOOOr e L TR VTRt ertanC emendy
oxnl Srong poastity of offer urwiortfied

AL OO e

Likelihood Rating

- o Preparedness Rating
Compliance Risk Ratngs SaNOne [0S0 Ratings Jefintions refiected adove

Breach of Contract
Risk

Risks associated with [j
fadure to meet contractual

requirements leading to
adverse consaquences

I v




IDENTIFY AND ASSESS RISK

Distribute
Risk
Footprint to
Risk
Committee

: Risk Complete
Rk Committee Risk

Designee Assessment
Assignment Survey

Committee
Established




RISK FOOTPRINT DISTRIBUTED

5.0

Blue dots represent the identified risks.

ot
-]

Impact (x-axis) calculated as average of Impact and
Preparedness ratings.

o
=1

Probability (y-axis) calculated as average of likelihood and
velocity ratings.

[
=]

Probability

Note: If there are multiple survey entries identifying the same
risk, then plotted point is the averaged data.

00,4 Severe Urgent Action
Major Action
Moderate Monitor

Minor - No Action



IDENTIFY AND ASSESS RISK

Risk Summit
to Finalize
Risk

Distribute
Risk
Footprint to
Risk
Committee

Risk Complete
Committee Risk
Designee Assessment
Assignment Survey

Risk

Committee
Established

Footprint for
Reporting




ERM PROCESS

Q

IDENTIFY AND ASSESS RISKS

=

MITIGATE AND TREAT RISKS REPORT RISKS
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